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Abstract: To enhance the security and anti-calamity of virtual network embedding (VNE) for multi-area faults sce-
narios in elastic optical networks, a method of ant colony optimization and quasi-real-time key pool based on survivability
VNE (ACOQKP-SVNE) is proposed. A strategy of ciphertext data transmission path embedding based on ant colony opti-
mization is designed to reduce the degree of the potential risk of the ciphertext transmission path, and the strategy of quan-
tum key distribution path embedding based on quasi-real-time key pool construction to improve the key utilization. When
the multi-area failure occurs, the affected physical components are recovered by using the strategy of damage-aware failure
recovery based on different physical components. Simulation results show that compared with comparative algorithms, the
proposed ACOQKP-SVNE algorithm can reduce the bandwidth blocking probability by up to about 16%.
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